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Abstract. Completely non-malleable encryption schemes resist attacks which allow an adversary to tamper with both
ciphertexts and public keys. In this paper we introduce two extractor-based properties that allow us to gain insight into the
design of such schemes and to go beyond known feasibility results in this area. We formalise strong plaintext awareness
and secret key awareness and prove their suitability in realising these goals. Strong plaintext awareness imposes that it is
infeasible to construct a ciphertext under any public key without knowing the underlying message. Secret key awareness
requires it to be infeasible to produce a new public key without knowing a corresponding secret key.

We study the relations among these and existing notions in the literature and show that if such properties are realisable
(and one admits non-black-box simulators) then the impossibility result established for the construction of completely non-
malleable schemes under non-assisted simulators no longer holds. We also look at how such notions can be realised in the
standard model and in the random oracle model. More precisely, we propose a generic transformation to construct secret
key aware schemes in the random oracle model and give preliminary steps towards building such schemes in the standard
model. To this end, we introduce a novel factorisation-based knowledge assumption, which roughly speaking, requires it to
be infeasible to construct integers of the form P2 without knowing the corresponding factorisation.

Keywords. Secret Key Awareness. Strong Plaintext Awareness. Knowledge of Factorisation. Strong Chosen-Ciphertext
Attacks. Complete Non-Malleability. Public-Key Encryption.

1 Introduction

BACKGROUND. Indistinguishability of ciphertexts under chosen-ciphertext attacks (IND-CCA2) is a convenient
reformulation of a more intuitive security notion known as non-malleability. Roughly speaking, an encryption
scheme is non-malleable if, given a challenge ciphertext, it is infeasible to output a new ciphertext encrypting a
plaintext related in a “meaningful” or “interesting” way to that enclosed in the challenge. The advantages of the
indistinguishability formulation become apparent when one considers various subtleties which arise when defining
what a meaningful relation is [PSV07/BS06]. Recently, Fischlin [Fis05]] has considered the problem of using public
key encryption schemes to build non-malleable commitment schemes. It has been shown that the standard definition
of non-malleability is not sufficient for this application and that a stronger variant, referred to as complete non-
malleability, is required. This security definition allows the adversary to maul the challenge public key, as well as
the ciphertext. Put differently, the adversary can output a related ciphertext under a new public key of its choice.
Unlike standard non-malleability, it has been shown in [Fis05]] that completely non-malleable schemes are hard to
construct. In particular, such schemes do not exist for general relations with respect to black-box simulators that
cannot access a decryption oracle (i.e. non-assisted simulators).

Complete non-malleability has recently been shown to be equivalent to indistinguishability under strong chosen-
ciphertext attacks [BF10JARPO3|]. This model enhances the adversary’s capabilities to forge public keys and ask
the decryption oracle to provide decryptions under the corresponding (possibly unknown) secret keys. It was also
shown that it is possible to construct efficient completely non-malleable schemes using the strong chosen-ciphertext
attack model, which is more convenient than performing the proof in the original simulation-based definition. Un-
fortunately, the equivalence result connecting strong chosen-ciphertext security to complete non-malleability holds



only for simulators assisted by a strong decryption oracle. It therefore remains an open problem to construct effi-
cient schemes that achieve complete non-malleability in the strongest sense.

The impossibility result from [Fis05]] dictates that to construct a scheme that achieves complete non-malleability
with respect to non-assisted simulators, one must resort to a non-black-box simulator. In this paper we consider
extractor-based properties that allow us to gain insight into the design of completely non-malleable schemes and
provide a technique to go beyond known feasibility results in this area. We formalise strong plaintext awareness
and secret key awareness and prove their suitability in realising these goals. We show that if such properties are
realisable, and one considers non-black-box simulators, then the impossibility result established for non-assisted
simulators no longer holds. We also look at how such notions can be realised with and without random oracles.

STRONG PLAINTEXT AWARENESS. Plaintext awareness formalises the intuition that one can achieve security un-
der chosen-ciphertext attacks by making it infeasible to construct a valid ciphertext without knowing, a priori, the
message hidden inside it. In fact, it has been shown that the combination of plaintext awareness and semantic se-
curity is enough to achieve chosen-ciphertext security [BP0O4]. We formulate a natural strengthening of plaintext
awareness that requires the existence of a strong plaintext extractor that decrypts ciphertexts, even if they are en-
crypted under adversarially generated public keys. We prove a fundamental theorem according to which a strongly
plaintext-aware (SPA) and IND-CPA secure scheme also withstands strong chosen-ciphertext attackﬂ This im-
plies, through the results in [BF10], that such a scheme is also completely non-malleable with respect to assisted
simulators. We extend this result by showing that strong plaintext awareness allows us to directly build non-assisted
simulators. The resulting simulators depend on the adversary and hence they are not black-box. This permits going
around the impossibility result established by Fischlin [FisO3l]. Furthermore, strong plaintext awareness generalises
a proof technique used by Fischlin to demonstrate that (a slightly modified version of) RSA-OAEP is completely
non-malleable for non-assisted simulators’l

SECRET KEY AWARENESS. We also propose a new extractor-based security definition that takes a different perspec-
tive on how to achieve strong plaintext awareness and complete non-malleability. Roughly speaking, this notion that
we call secret key awareness (SKA), requires it to be infeasible to generate new valid public keys without know-
ing their corresponding secret keys. It therefore looks at enhancing the security of key-generation mechanisms.
We show that an encryption scheme that is secret key aware and IND-CCA2 is also secure under strong chosen-
ciphertext attacks, and therefore completely non-malleable. We derive this result via a stronger indistinguishability
security notion, where the adversary has access to a public key inversion oracleﬂ Furthermore, we prove that secret
key awareness, together with standard plaintext awareness, implies strong plaintext awareness. Hence, secret key
awareness provides all of the benefits of strong plaintext awareness. Additionally, secret key awareness permits
the construction of a complete non-malleability simulator that opens the secret key associated with the public cre-
ated by the adversary. This is particularly relevant when the scheme is used in commitment schemes, where to
de-commit one reveals a secret key rather a message/randomness pair. Strong plaintext awareness in not sufficient
to open a ciphertext in the sense of de-commitment, as it does not guarantee knowledge of the randomness used in
encryption.

SCHEMES. We propose a generic transformation that permits transforming any IND-CCA2 scheme into a secret key
aware (and still IND-CCAZ2) scheme in the random oracle model. The resulting schemes are therefore completely
non-malleable for non-assisted simulators. We also take first steps towards building fully secret-key-aware schemes
without random oracles. We propose a generic construction inspired in escrow public-key encryption [BNBO7], re-
lying on schemes whose key-generation routines themselves operate as an encryption scheme. We are, however,
unable to instantiate this scheme and leave it as an interesting open problem. Next, we move to specific construc-

3 This result also has applications in certificateless encryption [ARP03].

* A corollary of this result is that we obtain a new perspective on the standard notion of plaintext awareness. Indeed, a similar proof
strategy can be used to construct non-assisted simulators for standard non-malleability.

5 This type of oracle has been shown to have numerous applications in the context of adaptive one-way functions [PPVOS].
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tions based on knowledge assumptions. A natural candidate for building a secret key aware scheme is the Diffie-
Hellman Knowledge assumption [BPO4]]. This approach, however, fails once we notice that secret key awareness
allows adaptive attacks on the public keys, whereas Diffie-Hellman tuples are malleable. We therefore introduce a
new knowledge assumption stating, roughly speaking, that it is impossible to compute integers of the form P2Q),
where P and () are prime, without knowing the factors and even if provided with another integer of this form. This
assumption can be used to demonstrate that variants of RSA satisfy weak forms of secret key awareness.

ORGANISATION. We first review related work. Then, in Section[2]we settle notation and recall the syntax for public-
key encryption schemes. We also recall the definition of strong decryption oracles and IND-SCCAZ2 security. In the
same section we also introduce invert and chosen-ciphertext attacks, which we will use later on in the paper. In
Section [3| we introduce our extractor-based notions. In Section 4| we discuss constructions of secret key aware
schemes.

1.1 Related work

Plaintext awareness was originally formulated by Bellare and Rogaway [BR94] in the random oracle model as
a stepping stone towards establishing the security of RSA-OAEDP. It heavily relied on the extractability property
of random oracles to reverse engineer the ciphertexts created by the adversary and recover the plaintext within.
This technique was shown to be sufficient to make IND-CPA schemes resilient to chosen-ciphertext attacks. Plain-
text awareness was later adapted to the standard model. The first work in this area was that of Herzog, Liskov,
and Micali [HLMO3]], who defined plaintext awareness in a scenario where the encryptor is also registered with a
Certification Authority. Later, Bellare and Palacio [BP04]] gave the first definition of PA for the standard scenario
where only the receiver belongs to a public-key infrastructure. It was also shown that the Damgard-ElGamal and
Cramer-Shoup-lite encryption schemes satisfy PA1, a non-adaptive flavour of plaintext awareness where the adver-
sary does not have access to ciphertexts it has not created itself. Later, Dent [[Den06] showed that the Cramer-Shoup
encryption scheme is fully plaintext aware (PA2), solving a problem left open by Bellare and Palacio. This proof
was recently simplified by Teranishi and Ogata [TO08a]. Di Raimondo, Gennaro, and Krawczyk [RGKO6]| give a
key-exchange protocol where the full power of PA (and not just IND-CCAZ2 security) is needed, thereby providing
evidence that PA may be of interest beyond its application to CCA security.

The relation between plaintext awareness and other security notions for public-key encryption schemes has
been extensively studied. It is well known [BPO4IBDPRIS]| that plaintext awareness together with IND-CPA imply
a level of security that is strictly stronger than IND-CCA2. Fujisaki [Fuj06] further explored this gap in the random
oracle model and introduced a notion of plaintext simulatability which suffices to achieve IND-CCAZ2 but is weaker
than plaintext awareness. The authors in [TO08c|] investigate how the weaker notion of PA0O, where only a single
non-adaptively generated ciphertext must be extracted, can be altered so that it implies the strongest flavours of
plaintext awareness where multiple (adaptive) decryption queries must be answered. However, this requires mod-
ifying the standard definitions extending adversaries and extractors so that they take auxiliary input information
and have access to a decryption oracle. The same authors further show in [TO08b]| that plaintext awareness is an
“all-or-nothing property” in the sense that one-wayness (or even a weaker condition called non-triviality) together
with PA2 plaintext awareness is enough to guarantee IND-CCAZ2 security. Birkett and Dent [BDOS] settled the re-
lations between various notion of plaintext awareness introduced in [Den06], and using the “channel” technique
of [TOO08b] showed that schemes with infinite message spaces that are plaintext-aware and one-way do not exist.

Non-malleability (as a general notion) was originally introduced in the seminal work of Dolev, Dwork, and
Naor [DDNOOJ/DDNOII1]. In order to establish relations with other notions of security, non-malleability for public-
key encryption was reformulated by Bellare et al. [BDPR9S|| as a comparison-based security model. Bellare and
Sahai [BSO6/BS99] later fully established the relation between this comparison-based definition and the original
simulation-based definition of Dolev et al. Pass, Shelat, and Vaikuntanathan [PSVO7] provide a full characterisation
of non-malleability, identifying some shortcomings in previous results and considering their robustness under a
form of composition where the adversary is provided with a polynomial number of challenge ciphertexts. It has



also been shown that, for general schemes, simulation-based non-malleability is strictly stronger than comparison-
based non-malleability.

Complete non-malleability, was proposed by Fischlin [FisO5]. Here the adversary is allowed to choose the
public key under which the target ciphertext is produced. The same author presented impossibility results as to
the construction of completely non-malleable schemes with respect to black-box simulators and general relations,
and showed that a modified version of RSA-OAEP is completely non-malleable in the random oracle model. Vis-
conti and Ventre [VVOS|| proposed a comparison-based definition of complete non-malleability, studied its relation
with the simulation-based definition of Fischlin, and also gave a generic construction of completely non-malleable
schemes based on non-interactive zero-knowledge proofs-of-knowledge. The authors in [BF10] define strong de-
cryption oracles, use this to introduce indistinguishability under strong chosen-ciphertext attacks and establish
relations with assisted simulation-based and comparison-based complete non-malleability. A practical and strongly
secure scheme (without random oracles) based on the decisional bilinear Diffie-Hellman problem is also given.

Adaptive one-way functions [PPVO08]], where an adversary has access to an inversion oracle, and extractable
one-way functions [CDO08/CDQ9], where one requires knowledge of pre-image, have been recently proposed. Secret
key awareness can be seen as a refinement of these notions for public-key encryption.

2 Preliminaries

NOTATION. We write © < y for assigning value y to variable z, and z <-g¢ X for sampling = from set X
uniformly at random. If X is empty, we set x <L, where L¢ {0,1}* is a special failure symbol. If A is a
probabilistic algorithm we write x <—g A([1, I, . ..) for the action of running A on inputs Iy, Io, ... with random
coins chosen uniformly at random, and assigning the result to . When A is run on specific coins r, we write
x « A(l1,Ia,...;7r). We denote boolean values, namely the output of checking whether a relation holds, by
T (true) and F (false). For a space Sp C {0, 1}*, we identify Sp with its characteristic function. In other words,
Sp(s) = Tifand only if s € Sp. The function Sp(-) always exists, although it may not be computable in polynomial
time. We say s is valid with respect to Sp if and only if Sp(s) = T. When this is clear from the context, we also
use Sp for sampling uniformly from Sp. Unless stated otherwise, the range of a variable s is assumed to be {0, 1}*.
The symbol : is used for appending an element to a list, and we indicate vectors using bold-faced font. We say f(\)
is negligible if f(A) € NeenyO(A™€).

GAMES. In this paper we will be using code-based game-playing [BR0O6]. Each game has an Initialize and a
Finalize procedure. It also has specifications of procedures to respond to an adversary’s various oracle queries. A
game Game is run with an adversary A as follows. First Initialize runs and its outputs are passed to .A. Then A
runs and its oracle queries are answered by the procedures of Game. These procedures return | if queried on L.
When A terminates, its output is passed to Finalize which returns the outcome of the game y. This interaction
is written as Game”? = y. In each game, we restrict attention to legitimate adversaries. Legitimacy is defined
specifically for each game. All algorithms (adversaries, extractors and plaintext/public-key creators) are assumed
to run in probabilistic polynomial time (PPT).

PUBLIC-KEY ENCRYPTION. We adopt the standard multi-user syntax with the extra Setup algorithm [BBMOO],
which we believe is the most natural one for security models involving multiple public keys. A public-key encryp-
tion scheme N = (Setup, Gen, MsgSp, Enc, Dec) is specified by five polynomial-time algorithms (in the length of
their inputs) as follows. Setup is the probabilistic setup algorithm which takes as input the security parameter 1*
and returns the common domain parametelﬂ I. Gen(l) is the probabilistic key-generation algorithm. On input global
parameters |, this algorithm returns a secret key SK and a matching public key PK. Algorithm MsgSp(m, PK) is a
deterministic message space recognition algorithm. On input m and PK this algorithm returns T or F. Enc(m, PK; )

6 Although all algorithms are parameterised by |, we often omit | as an explicit input for readability. Furthermore, we assume that the
security parameter is included in I.



is the probabilistic encryption algorithm. On input a message m, a public key PK, and possibly some random coins
r, this algorithm outputs a ciphertext c or a special failure symbol L. Finally, Dec(c, SK, PK) is the deterministic
decryption algorithm. On input of a ciphertext ¢ and keys SK and PK, this algorithm outputs a message m or a
special failure symbol L. The correctness of a public-key encryption scheme requires that for any | <—¢ Setup(1?),
any (SK, PK) <—g Gen(l) and all m € MsgSp(PK) we have Pr[Dec(Enc(m, PK),SK, PK) = m| = 1.

REMARK. We note that the multi-user syntax permits capturing in the same framework schemes that execute in the
standard model, in which case the global parameters are empty; and also schemes which execute in the Common
Reference String (CRS) model. All the relations that we establish between the different models apply to both cases.

VALIDITY CHECKING ALGORITHMS. The following spaces (and associated functions) will be used throughout the
paper. All of these spaces are parameterised by | and are subsets of {0, 1}*.

MsgSp(PK) := {m : MsgSp(m, PK)}
KeySp := {(SK, PK) : 3r (SK, PK) = Gen(r)}

We assume throughout the paper that the encryption and decryption algorithms check if m € MsgSp(PK) and
return L if it does not hold. Often the algorithm MsgSp does not depend on PK in the sense that for any two valid
public keys PK and PK’ and any m € {0, 1}* we have MsgSp(m, PK) = MsgSp(m, PK’). For general schemes,
one can consider the infinite message space MsgSp(PK) = {0, 1}* case. However, given that in this paper we will
often consider the set of all valid messages and sample from it, we restrict our attention to schemes with finite
message spaces. As pointed out by Pass et al. [PSVO7]], this means that to avoid degenerate cases we must also
restrict our attention to schemes for which all the elements in the range of decryption can be efficiently encrypte<ﬂ
including the special failure symbol 1. We also assume that the key-pair validity algorithm KeySp is polynomial-
time and require that decryption returns _L if this check fails on the key-pair passed to it. We also assume various
algorithms check for structural properties such as correct encoding, membership in a group, etc.

2.1 Strong chosen-ciphertext security

The idea behind a strong chosen-ciphertext attack is to give the adversary access to an oracle that decrypts cipher-
texts of the adversary’s choice with respect to arbitrary public keys.

procedure SDecrypt, \(c, PK,R):
WitSp < {(m,r) : V(c,PK, m,r,st[V])}
(m,r) <= {(m,r) € WitSp : R(m)}
st[V] «+ U(c, PK,R, m, r, st[V])

Return m

Fig. 1: Generic definition of a strong decryption oracle.

We follow [BF10] and adopt a generic definition of strong decryption as shown in Figure[I] The oracle proceeds
in three steps. The first step models the general procedure of constructing a set of candidate (valid) decryption
result The second step consists of choosing one of these candidate solutions to return to the adversary. The
final step updates the state of the oracle, if it keeps oneﬂ As discussed in [BF10] the motivation for having such a

7 This can be easily achieved for schemes used in practice.

8 Search for messages is over sufficiently long bit strings together with the special symbol L. Search for random coins is over sufficiently
long bit strings.

? The state is initialized to some value sto. A natural use of the state is to make sure that decryption is consistent in different calls.



general definition is that the notion of the message encapsulated by the ciphertext can be defined in a number of
ways, depending on the witnesses that are taken to assess the validity of the public key/ciphertext pair. For example,
one can define validity via the encryption operation, in which case a message/randomness pair is the witness

2
V(c, PK,m,r) := c = Enc(m, PK; r), (1

or via the decryption algorithm, where a message/secret key pair is the witness
V/(c,PK, m,7) := (SK, PK) = Gen(r) A m = Dec(c, SK, PK). )

Note that neither criterion guarantees that, if a message is found to be a valid decryption result, then it will be
unique. This is because the correctness restriction guarantees unique decryptability only for correctly constructed
(c, PK) pairs: it says nothing about the result of decryption when an invalid public key and/or an invalid ciphertext
are provided as inputs. This justifies the need for the second step in the definition we propose: there could be many
valid decryption results to choose from, and it is left to the adversary to control how this is done.

Note that, for a well-defined and broad class of schemes [BE10]], this general definition collapses into a much
simpler one. However, we follow this approach for the sake of generality.

We now present the definition of ciphertext indistinguishability under strong chosen-ciphertext attacks, intro-
duced in [BF10] as the natural extension of the standard notion of security for public-key encryption schemes. The
IND-SCCAXx advantage of an adversary A for x = 0, 1, 2 against [1 is defined by

Advi9Ee®(A) := 2 - Pr [IND-SCCAX (M) = T] — 1,

where game IND-SCCAXx is shown in Figure [2] Implicit in this definition are the descriptions of the U and V
algorithms, which are fixed when analysing a scheme in the resulting IND-SCCAx model. We say a scheme is
IND-SCCAX secure if the advantage of any PPT adversary is negligible.

procedure Initialize(\): G IND-SCCAA (A
b s {0, 1}; | -5 Setup(1*) procedure Left-Right(mg, m;): ame xn(A)
(SK*,PK*) +s5 Gen(1) c <5 Enc(my, PK)
List < [J; st[V] < sto List < (c, PK*) : List
Return (I, PK*) Return c
procedure SDecrypt(c, PK, R): procedure Finalize(b'):
/
Return SDecrypt, (c, PK,R) Return (0" = b)

Fig.2: Game defining indistinguishability under strong chosen-ciphertext attacks. An adversary A is legitimate if: 1) It calls Left-Right
only once with mg, m; € MsgSp(PK) such that |mg| = |m1|; and 2) R is polynomial-time and, if x = 0 it does not call SDecrypt, if
x = 1 it does not call SDecrypt after calling Left-Right, and if x = 2 it does not call SDecrypt with a tuple (c, PK) in List.

2.2 Security under invert and chosen-ciphertext attacks

We introduce a new security model for encryption that helps us clarify the relations among notions we establish
later on. In this model, the adversary has access to an oracle that, given a public key generated by the adversary,
provides it with the corresponding secret key. Figure ] presents the general form of the Invert procedure, which
is analogous to the SDecrypt procedure presented in the previous section. When many secret keys satisfy the
validity criterion, the adversary is also allowed to restrict the set of “interesting” secret keys from which the answer
is sampled by providing a relation R on secret keys as input to the oracle. A natural validity criteria for this oracle
is
V(PK, SK, 7) := (SK, PK) = Gen(r)

6



procedure Initialize(\):

b < {0,1}; | g Setup(1*)
(SK*, PK*) <5 Gen(l)

List < []; st[V] < sto

Game IND-ICAxn(\)

procedure Left-Right(mo, m1):
¢ <3 Enc(m,, PK*)
List < (c,PK*) : List

Return (I, PK*) Return ¢ o /
procedure Tnvert(PK, R): procedure Decrypt(c): procedure Finalize(b'):
= Return Dec(c, SK*, PK*) Return (' = b)

Return Inverty v (PK, R)

Fig. 3: Game defining indistinguishability under invert and chosen-ciphertext attacks. An adversary A is legitimate if: 1) It calls Left-Right
only once with mo, m; € MsgSp(PK) such that |mo| = |m1]; 2) R is polynomial-time and, if x = 0 it does not call Decrypt or Invert,
if x = 1 it does not call Decrypt or Invert after calling Left-Right, and if x = 2 it does not call Decrypt with a c in List; and 3) It
does not call Invert on PK*.

procedure Inverty v (PK, R):

WitSp < {(SK, ) : V(PK, SK, r,st[V])}
(SK,7) <5 {(SK,r) € WitSp : R(SK)}
st[V] + U(PK, R, SK, r,st[V])

Return SK

Fig. 4: Generic definition of an invert oracle.

accepting all key-pairs that may be output by the key-generation algorith
We define the IND-ICAx advantage of an adversary A for x = 0, 1,2 against encryption scheme [1 is defined
by
Advi%()) == 2 Pr [IND-ICAG () = T| — 1,

where Game IND-ICAXx is shown in Figure [3] We say a scheme is IND-ICAx secure if the advantage of any PPT
adversary is negligible. This new model can be related to IND-SCCAXx as follows. For a given Inverty v procedure,
define the associated SDecrypty \» procedure through the algorithms shown in Figure@ The following theorem
shows that security under each possible definition of an invert oracle implies IND-SCCAx security under a well-
defined version of the strong decryption oracle.

Theorem 1 (IND-ICAx = IND-SCCAX). Let A be an IND-SCCAXx adversary against encryption scheme T1 with
respect to SDecrypty v associated to Inverty v as defined in Figure|5| Then there exists an IND-ICAx adver-
sary A1 against T1 with at least the same advantage as that of A.

The reduction is constructed by simulating the strong decryption oracle using both the standard decryption
oracle (for queries under the challenge public key) and the invert oracle (for adversarially chosen-keys) available in
the IND-ICAx game. The details are given in Appendix [A] The interesting part of the proof is an argument showing
that this simulation fits into the generic structure of SDecrypt given in Figure[l|and, in particular, that the effect
of the relation R passed to the strong decryption oracle can be emulated through a relation R’ passed to the invert
oracle. The intuition here is that the strong decryption oracle associated with a particular invert oracle maps the
relation R that allows the adversary to restrict the set of interesting messages onto a relation R’ that selects the set
of secret keys that decrypt the queried ciphertext into the same set of interesting messages. Technically, the relation

. ok (SK) := R(Dec(c, SK, PK)) allows us to simulate the oracle in Figure [5| with the correct distribution.

3 Extractor-based properties

The strong chosen-ciphertext security model that was recalled in Section 2] suggests that any secure scheme under
this definition must ensure, by construction, that strong decryption queries are of no help to the adversary even
when the associated public keys are chosen adaptively. Plaintext awareness [BP04|] formalises this intuition when a

10" Another validity criteria, corresponding to a natural stateful invert oracle, will ensure that repeat queries will be answered consistently.



algorithm V' (c, PK, m, r, st[V']):
(st[V], (SK*, PK*)) «+ st[V']
If PK = PK* Then
If m = Dec(c, SK*, PK*) Return T Else Return F

algorithm U’ (c, PK, R, m, r, st[V']):
(st[V], (SK*, PK*)) « st[V']
(SK,7") «r

R(SK) := R(Dec(c, SK, PK))

(SK, 7"’) T ’ /
; _ st[V] + U(PK,R’,SK, 7', st[V])
ge\t/u(:ll;, SK, 7', st[V]) A m = Dec(c, SK, PK) Return T Return (st[V], (SK*, PK*))

Fig.5: U’ and V' for the strong decryption oracle corresponding to Inverty v with stg = (SK*, PK*).

standard decryption oracle is used (and a public key is fixed). We therefore propose strong plaintext awareness as a
natural extension for strong security models. This notion, however, is not the only way to render strong decryption
oracles ineffective. An alternative approach is to require that any adversary which outputs a new valid public key
must know a valid secret key for it. We refer to this property as secret key awareness. In the next two subsections
we formalise these extractor-based notions precisely and demonstrate their adequacy for the security analysis of
completely non-malleable schemes.

3.1 Strong plaintext awareness

We follow the approach adapted in [BPO4] to define strong plaintext awareness in the standard model. We run an
adversary in two possible environments and require that its behaviour does not change in any significant way. In
the first world, the adversary has access to a real strong decryption oracle while in the second the oracle executes a
polynomial-time extractor. Furthermore, in these environments, the adversary may obtain ciphertexts on “unknown-
but-controlled” plaintexts though an encryption oracle, fed with messages produced by a plaintext creator. More
formally, the SPAx advantage of an adversary, for x = 1, 2, against encryption scheme [1 with respect to plaintext
creator P (mapping bit strings to messages), strong plaintext extractor X, and distinguisher D, is defined by{zrl

AdvPP b o 4(N) = Pr [Dec-SPAXfy p p(A) = T| = Pr [Ext-SPAX p p (V) = T|

where games Dec-SPAx and Ext-SPAx are shown in Figure[6] We say a scheme is SPAx if, for every PPT adversary
A, there exists an efficient strong plaintext extractor C such that, for all distinguisher@ and plaintext creators,
advantage is negligible.

The next theorem, which is proved in Appendix [B| shows that the above formulation of strong plaintext-
awareness, together with semantic security is enough to achieve strong chosen-ciphertext security.

Theorem 2 (SPAx A IND-CPA = IND-SCCAX). Fix a definition of SDecrypty, \, and let A be an IND-SCCAx
adversary against I in the resulting model. Then there exist an SPAx ciphertext creator A1, an IND-CPA adversary
As, plaintext creators Py, P1, and distinguishers Dy, D1 such that

ind- ind-
Ade’Asccax(/\) = Advsnlf;;(o,DoJCwM O\) + Advls_lp,gthJC,-Al()\) + AdVH,Azpa()\>’
where IC is the plaintext extractor for Ay implied by the SPAx property of T1.

As we mentioned in the introduction, the equivalence between indistinguishability under strong chosen-ciphertext
security and simulation-based complete non-malleability is established for assisted simulators [BE10]. The next
theorem shows that using strong plaintext awareness one can strengthen this result to non-assisted simulatorﬁ

"' When x = 1 we omit the plaintext creator P from the subscripts as it is never called.
12 If unbounded distinguishers are allowed, we get statistical strong plaintext awareness.
" Due to space constraints, the SNM definitions are included in Appendix



procedure Initialize(\):

| <—g Setup(1?)

(SK*, PK*) < Gen(l)
Choose coins Rnd[.A] for A

Game Dec-SPAxn » ()

procedure Encrypt(Q):
(m, st[P]) s P(Q,st[P])

st[P] « ¢ List < []; st[V] < sto ¢ s Enc(m, PK")

Return (I, PK*, Rnd[A]) List < (¢, PK*) : List

procedure SDecrypt(c, PK, R): Return c

Return SDecrypty y (c, PK, R) procedure Finalize(x):
Return D(x)

procedure Initialize(\): Game Ext-SPAxn p.p.xc(A)

| < Setup(1?)

(SK*, PK*) =5 Gen(l) procedure Encrypt(Q):

Choose coins Rnd[A] for A; List + [] (m, st[P]) <5 P(Q, st[P])

st[P] « € st[K] « (I, PK", Rnd[A]) ¢ <5 Enc(m, PK*)

Return (I, PK*, Rnd[A]) List « (c, PK*) : List

procedure SDecrypt(c, PK, R): Return ¢

(m, st[K]) < K(c, PK, R, List, st[K]) procedure Finalize(x):

Return m Return D(x)

Fig. 6: The Dec-SPAx and Ext-SPAx games for defining the strong plaintext-awareness of encryption scheme I1. An adversary A is legiti-
mate if: 1) R is polynomial-time and if x = 1 it never calls Encrypt; and 2) It never calls SDecrypt with a tuple (¢, PK) in List.

Theorem 3 (SPAx A SNM-CPA = Non-Assisted SNM-SCCAX). Fix a definition of SDecrypty y and let A
be a Real-SNM-SCCAXx adversary against T1. Then there exist an SPAx ciphertext creator Ay, a Real-SNM-CPA
adversary As, a plaintext creator P, a distinguisher D, and a (non-assisted) simulator S such that for all R

AdvRR ST (A) < Advsnp,a};(,l),ic,Al()\) + Advﬁ,g:‘;f&(/\),

where K is the strong plaintext extractor for Ay implied by the SPAx property of 11 and Sy = S is the simulator for
As implied by the SNM-CPA security of Tl.

The proof of this theorem, included in Appendix [D] proceeds in a different way than that in [BS06] for standard
security models. There, a new key-pair is generated to enable the simulator to answer decryption queries, whereas
in our proof this is not necessary. As pointed out by Pass et al. [PSVQ7], the proof in [BS06] relies on the existence
of an algorithm for efficiently encrypting all possible outputs of decryption, including special symbol L. Plaintext
awareness in general does not imply that this must be the case, and so our results extend the results in [PSVO7]:
schemes that do not have the property identified in [PSV07] may still be plaintext aware, and therefore achieve
simulation-based non-malleability for non-assisted simulators. However, as shown in [BDOS, Theorem 2], if an
encryption scheme is PA2 and has an infinite message space, then it is not OW-CPA. This also applies to strong
plaintext awareness, and hence no scheme with an infinite message space will be captured by the above theorem.

REMARK. In the above theorem we do not need to restrict the class of relations, in particular to those which
are independent of the challenge public key (called lacking relations in [VVOS])). This means that through strong
plaintext awareness one can improve on the results in [V VOS], where this security level can only be achieved at the
cost of relation being independent of the common parameters.

REMARK. Using the techniques introduced by Dent [Den06], the scheme in [BE10|] might satisfy strong plaintext
awareness under an appropriate (bilinear) Diffie-Hellman knowledge assumptions. We leave this and constructing
a strongly plaintext-aware scheme in the standard model as an open problem.
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3.2 Secret key awareness

We now formalise secret key awareness as an alternative route to achieve strong security guarantees. We take a sim-
ilar approach to plaintext awareness and give an adversary access to an oracle which is either a real inversion oracle
(as defined in Section [2)) or one which uses a polynomial-time secret key extractor. Once again, our requirement is
that the behaviour of the adversary is computationally indistinguishable in the two environments. We also provide
the adversary with a decryption and a controlled encryption oracle which model the extra auxiliary information that
might be useful in producing a new public key. Formally, the SKAx advantage of an adversary .4 against encryption
scheme [1 with respect to secret key extractor /C, plaintext creator P, and distinguisher D is defined b

AdViiF e a(A) = Pr [Inv-SKAX{} p p(A) = T| — Pr [Ext-SKAX{{ p p xc (A) = T]

where games Inv-SKA and Ext-SKA are shown in Figure [/} We say a scheme is SKAXx secure if, for every PPT
adversary A, there exists an efficient secret key extractor K such that, for all distinguisherﬁ and plaintext creators,
advantage is negligible.

procedure Ini:ialize()\): procedure Encrypt(Q): Game Inv-SKAxn 2, p(\)
| 5 Setup(1) (m, st[P]) s P(Q,st[P])
(SK*, PK*) ¢ Gen(l) ¢ < Enc(m, PK*) procedure Finalize(z):
Choose coins Rnd[.A] for A List < (c, PK*) : List Return D(x)
st[P] « ¢; List « []; st[V] « sto Return ¢
Return (I, PK*, Rnd[.A])
procedure Decrypt(c):
procedure Invert(PK, R): m < Dec(c, SK*, PK*)
Return Inverty v (PK, R) Return m ' '
[llroce(;ui‘e I?llf;allze(A): procedure Encrypt(Q): Game Ext-SKAxn.p,p,c(A)
SR (m, st[P]) ¢ P(Q, st[P])
(SK*, PK*V) s Gen(l) ¢ <5 Enc(m, PK*) procedure Finalize(x):
Choose coins Rnd[.A] for /& List + (c, PK*) : List Return D(z)
St[P] — € St[’C] — (|7 PK*, Rnd['AD Return ¢
List < [J; List’ < []
Return (I, PK*, Rnd[A]) procedure Decrypt(c):
procedure Invert(PK, R): T ?Bec(?,l_S.Kt:, PK")
(SK. st[K]) +s K(PK,R List,List’ st[K]) oo = ™ 0"
Return SK

Fig. 7: The Inv-SKAx and Ext-SKAx games for defining secret key awareness. An adversary A is legitimate if: 1) R is polynomial-time and,
if x = 0 it never calls Decrypt or Encrypt and if x = 1 it never calls Encrypt; 2) It never queries PK* to Invert; and 3) It never
calls Decrypt with a ciphertext c such that (c, PK*) € List.

We are now ready to state the main theorem of this section, which permits concluding that secret key awareness
combined with IND-CCAZ2 is strong enough to guarantee IND-SCCA2 security. The proof is analogous to that of
Theorem [2] and is included in Appendix [E]

Theorem 4 (SKAXAIND-CCAx = IND-ICAX). Fix a definition of Inverty v and let A be an IND-ICAx adversary
against T1. Then, there exist an SKAx public key creator Ay, an IND-CCAx adversary As, plaintext creators Py,
‘P1, and distinguishers Dy, D1 such that

AQVRG™ () < AdVER, poc.a (V) + AAVER, b, x4, (V) + AV (),

14 Once again, when x = 0, 1 we omit the plaintext creator P from the subscripts as it is never called.
15 If unbounded distinguishers are allowed, we get statistical secret key awareness.
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where I is the secret key extractor for Ay implied by the SKAx property of T1.

To further justify the definition of secret key awareness, we show that it can be used to achieve strong plaintext
awareness. The next theorem, proved in in Appendix [F] states that secret key awareness combined with standard
plaintext awareness gives rise to strong plaintext awareness.

Theorem 5 (SKAxAPAx = SPAX). Fix a definition of Inverty v and let A be an SPAXx ciphertext creator against
M, with respect to the SDecrypt,y \»» procedure associated to Inverty v as defined in Figure Then there exists
an SKAXx public key creator A1, a PAx ciphertext creator Az, and an SPAX plaintext extractor K such that for any
plaintext creator P, and any distinguisher D we have

kax
Advls'lpf;;(,DJC,A()‘) < Advls_l,aP,DJClAl (A) + AdvﬁaXP,DJCmAz (A);

where Ky is the a secret key extractor for Ay implied by the SKAx property of T, and Ky is the plaintext extractor
for As implied by the PAx property of Tl.

The intuition behind this theorem is the following. Secret key awareness ensures that a strong plaintext awareness
adversary cannot come up with a ciphertext under a new public key, for which it does not know the underlying
message (as it must know the decryption key). However, no such guarantee is provided for the challenge public
key, and this justifies the plaintext awareness requirement.

REMARK. An extra feature that comes with secret key awareness is the ability to open ciphertexts via the secret
key{]ﬂ In other words, one can convert a non-malleability simulator that only returns (PK*, c*) to another one[T_7]
which also outputs the corresponding opening (SK*, m*). This means that the output of the simulator can indeed
be seen as a de-commitment. The same observation does not apply to strong plaintext awareness, as this notion
does not guarantee the knowledge of the randomness used in encryption.

4 Secret key aware schemes

4.1 Generic construction with a random oracle

We have defined strong plaintext and secret key awareness in the standard model, but the definitions can be adapted
to the random oracle model [BR93]] in the natural way@ Interestingly, in the random oracle model, there is a simple
transformation that turns any encryption scheme into one which is secret key aware without any loss in security: one
just changes the key-generation algorithm by attaching the hash of the key-pair to the public key. More formally,
the transformed set-up algorithm Setup’ is identical to Setup except that it also specifies a new independent hash
function H (i.e. one which is not used by the scheme), which will be modelled as a random oracle in the security
analysis. The remaining algorithms are shown in Figure 8]

procedure Gen'(l): procedure Enc’(m, PK'): procedure Dec’(c, SK’, PK'):
(SK, PK) +s Gen(1) (PK, h) « PK’ (PK, h) « PK’; SK « SK’
PK’ + (PK, H(SK, PK)) ¢ s Enc(m, PK) If h # H(SK, PK) Return L
Return (SK, PK") Return ¢ Return Dec(c, SK, PK)

T _ Fig. 8: Generic transformation to a secret-key-aware scheme 1’ in the random oracle model. )
Although not considered in this paper, the secret key awareness property can also be used in composition theorems where direct access

to secret keys is required. This could be useful, for example, in signcryption.

17 This new simulator must be given the secret key for the challenge public key, which is consistent with the notion of a non-malleable
commitment.

18 Furthermore, the standard stronger definition requiring the existence of a universal extractor may also be easily formulated [BDPRS].
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It can be easily shown that the scheme obtained through the above transformation is secret key aware, as long
as the range of H is large enough to ensure that the transformed scheme has only one valid secret key for each
valid public key with overwhelming probability. The idea behind the proof is that adversarially created public keys
will be invalid with high probability, unless the random oracle has already been queried on the corresponding
secret key. In this case the (unique) secret key can be recovered using the extractability property of the random
oracle. Note that simply attaching H(SK) is not enough, as extraction will fail in case the challenge public key is
malleable. See the details in Appendix [G] From this result, together with Theorems [I]and 4] we can deduce that if
M is IND-CCAx-secure then M’ is IND-SCCAx-secure.

REMARK. The previous generic construction can be applied to RSA-OAEP. In the random oracle model, this new
version of RSA-OAEP is SKA2 because of the modified keys, and it preserves the original PA2 and IND-CPA secu-
rity of RSA-OAEDP. It follows that this scheme is completely non-malleable with respect to non-assisted simulators.
Note that we do not need to restrict the adversary to querying only valid public keys, as is the case in [Fis03]], since
the secret key extractor implied by the SKA2 property will permit detecting such invalid queries.

4.2 Towards secret-key-aware schemes without random oracles

We present two approaches to constructing secret key aware schemes without random oracles. Both are intended as
stepping stones towards achieving the strongest forms of secret key awareness. We first introduce a new knowledge-
based assumption and use it to construct a concrete scheme, which is “weakly” secret key aware. Then we propose
a generic construction inspired by techniques used in encryption schemes with key escrow [BNBO7[]. We leave it
as an interesting open problem to instantiate this generic construction or show its unrealisability.

THE KNOWLEDGE OF FACTOR ASSUMPTION. We take advantage of the fact that k-bit integers of the form N =
P2(QQ have a negligible density in the set of all k-bit integers (note that this is not the case for the integers of the form
PQ), and we postulate that the only way to generate such integers is to start with the two prime factors and calculate
N. This assumption is similar to Diffie-Hellman knowledge type assumptions [BP04] where one exploits the sparse
image of the r — (g", (¢*)") map. Our assumption, however, has the extra property of being “non-malleable” in
the sense that there does not seem to be any way to use the knowledge of one (or in fact many) integers of this
form to find an alternative way to construct new ones. Diffie-Hellman tuples on the other hand are malleable. For
concreteness, we now present a formal definition of our knowledge of factorisation assumptions.

Take G, to be the algorithm that, for a given value of the security parameter, generates numbers of the form
P2Q, with P and () random primes of the appropriate size such tha ged(e,p(P*2QY) =1. Figure@ depicts the
KFAx game for x = 0,1, 2, where an adversary is required to construct a new integer of the same form without
knowing the factorization. We define the KFAx advantage of an adversary against G., with respect to knowledge
extractor K as:

AdvET , 4(A) = Pr[KFAXG i ,(A) = TI.

The KFAx assumption states that, for every PPT adversary, there exists an efficient knowledge extractor such that
advantage is negligible.

RSA-BASED SECRET-KEY-AWARE SCHEMES. The KFA1 assumption immediately implies that an RSA-based
scheme with P2Q) modulus [Tak98]] is SKA1. Random padding before encryption allows one to construct an
IND-CPA secure scheme. In order to extend this to IND-CCAL1 security, a non-adaptive Root oracle is added
to the RSA problem. As a result, we arrive at an IND-SCCAL1 secure encryption scheme without random oracles
and with no setup assumptions. We refer the reader to Appendix [H| for the details on this concrete scheme and a
proof of the secret key awareness property.

The only factorisation/RSA-based IND-CCA2 secure encryption scheme in the standard model is a recent
scheme of Hotheinz and Kiltz [HKQ9]. This scheme, with appropriately modified public keys is a candidate for

19 We use ¢ to denote Euler’s totient function.
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procedure Initialize(\): Game KFAxg, k(M)
(P*,Q") +=s Ge(1Y): N* = P**Q"

d <+ 1/e (mod @(N*)); List ] procedure Factor(N):

Choose Rnd[A] for A; Flag+F ((P,Q),st[K]) s K(N, List, st[K])
st[KC] < (N*,Rnd[A]) If P2Q = N A P # 1 Return (P, Q)
Return (N*, Rnd[A]) If3P,Q st. P?Q' =N

procedure Root(y): SetFlag + T
d " / Return (L, 1)
t + y® (mod N*); (z,2') + ¢t
List « (z,y) : List procedure Finalize():
Return x Return Flag

Fig.9: Game defining the knowledge of factor assumption. An adversary A is legitimate if: 1) If x = 0 it queries Factor once, and if
x = 0,1 it does not query Root; and 2) It never queries Factor on N*. Root returns the first £ bits of ¢, i.e. |z| = /.

achieving IND-SCCA2 security under the KFAx assumptions through secret key awareness. Such a construction
would also admit a (non-black-box) non-assisted complete non-malleability simulator with no set-up assumptions.
This would solve the open problem [Fis03]] of constructing an encryption scheme that is suitable for the implemen-
tation of non-malleable commitment schemes in the plain model.

REMARK. The KFAx assumptions lead to a construction of extractable one-way functions analogous to that ob-
tained using the knowledge-of-exponent assumptions [CDOSICD09]. However, we can use even the weakest form
KFAO to go beyond. Indeed, this assumption states that one cannot come up with an N of the correct form, even if
given another integer of this form as auxiliary information. Under this assumption the function f(P, Q) = P2Q,
where P and () are k-bit primes, is an extractable one-way function with dependent auxiliary information.

REMARK. We note that knowledge assumptions seem necessary to establish plaintext and secret key awareness.
It remains an open problem to construct plaintext-aware schemes without relying on extractor-based assumptions
such as Diffie-Hellman Knowledge. NIZK techniques do not provide an answer to this problem, as extractors should
work with the provided common reference string.

A GENERIC TECHNIQUE BASED ON SCHEMES WITH KEY ESCROW. Consider a public-key encryption scheme [1
where the key-generation procedure first generates a secret key in the appropriate range, and then encrypts it under
an auxiliary encryption schemeFE] Mpk. Then, the plaintext awareness property of [lpk naturally maps to (a weak
form of) secret key awareness for [1. The caveat to this design technique is that as shown in [TO08b| plaintext
awareness is an all-or-nothing notion, which could render this construction unrealisable. Indeed, full plaintext
awareness in key-generation would imply a form of indistinguishability for secret keys that is contradicted by the
correctness of the schemeErl However, we find that by restricting the plaintext awareness property of [Npk to the
class of plaintext creators that return a random message from the message space, we can get around this obstacle.
Indeed, in this case it could be possible to show that the resulting scheme achieves secret key awareness.
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A Proof of Theorem[I: IND-ICAx = IND-SCCAXx

Proof. Let A be an IND-SCCAXx adversary against I with respect to the decryption oracle defined in Figure
We construct an IND-ICAx adversary .A; against [1 as shown in Figure [I0]and show that this simulates the oracle
defined in Figure 5] perfectly. This is straightforward when the queried public key to strong decryption oracle is the
challenge one: in both cases a standard decryption oracle is used and the message is returned if R holds. We analyse
the PK # PK* case next.

adversary A;: query SDecrypt(c, PK,R):
Run A in the environment below If PK = PK*
Query Decrypt(c) to get m
Initialize(\): If R(m) Return m Else Return L
/ —
Get (I, PK*) from Initialize()) R(SK) := R(Dec(c, SK, PK))
Return (I, PK*) Query Invert(PK, R’) to get SK
’ If SK =1 Return L Else m < Dec(c, SK, PK)

query Left-Right(mg, m1): Return m
IC{)uery Left-Right(mg, my) to get ¢ query Finalize(d):

ewm e Query Finalize(d)

Fig. 10: An IND-ICAx adversary based on a IND-SCCAXx adversary.

Let us first look at how the simulated SDecrypt operates. It first defines a relation R’, which specifies that
a secret key is of interest if ¢ decrypts to m satisfying R. Then it queries Invert to obtain a random secret key
from the set of all secret keys which satisfy R’ (all of which corresponding to PK, as otherwise decryption would
fail), and also satisfy V inside Invert. The ciphertext is decrypted with respect to this SK and returned. Note
that R(m) holds because of the way R’ is defined. We now observe that, for a fixed ciphertext and public key,
SK uniquely determines the decrypted message m. This implies that the distribution of the secret key returned by
Invert induces a distribution on the returned message, which is equivalent to sampling uniformly at random from
the set of all (SK, m, r) tuples that satisfy the relation:

R(SK,m,r) := V(PK, SK,7,st[V]) A m = Dec(c, SK, PK)) A R(m).

Note that in such tuples it is possible that m =_L, as long as the relation R allows this.

Turning to Figure [5| let us look at how WitSp is constructed using the validity algorithm V’. The validity
algorithm first parses the random string passed to it into a secret key and a randomness. These are used as the
arguments to the same V inside Invert. Doing so ensures that the range of (SK,7’) pairs fed to algorithm V is
identical to that described in the previous paragraph. Furthermore, of these pairs, only those which contain an SK
that correctly decrypts m will be allowed to pass (note that this includes the case where m =_1). As a result, the
witness space will contain a list of (m, ) pairs which maps, one-to-one, to an equivalent list of triples (m, SK, 7’),
all of them satisfying relation

R(SK, m, ') := V(PK,SK,+,st[V]) A m = Dec(c, SK, PK)).

The returned message will be sampled uniformly at random from those tuples in this witness set that also satisfy
R(m). This means that m is sampled from the exact same distribution as that described via R above. U

B Proof of Theorem[2: SPAx A IND-CPA =- IND-SCCAx

Proof. The proof of this theorem follows that of [BPO4, Theorem 4.1]. We first prove the theorem for x = 1. To
this end, let A be an IND-SCCAL1 adversary against 1. We construct a ciphertext creator .4; against 1 based on
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A, as shown on the top left in Figure[I1] and let XC be a plaintext extractor for .A;. We then construct an IND-CPA
adversary Ay against I1 based on A and K (shown in Figure[IT|on the right). We also define two distinguishers Dy

and D1, on the bottom left of Figure and show that:

ind-cpa

n7-’42

spal spal
< Adv M,D1 Ay

AdvidEet(y) Vi DA (N + Adv (A) + Adv

(A).
Claim B1. We have:

Pr [IND-SCCAI#(A) = T|b=1] = Pr [Dec-SPAl;‘,‘lD (\) = T}

Pr [IND-SCCAIA(A) = T|b=0] =1 — Pr [Dec SPALA, (M) = T}
Pr [IND-CPAZ2(\) = Tl = 1| = Pr [Ext-SPAL{{h, (A) = T
Pr [lND-CPAfb A) =Tl = ] =1-Pr [Ext SPALAL, (V) = T]

We prove claims in the end of this section. The result now follows once we use this claim to observe that:

Advii%eel(3) = Pr [IND-SCCAIA(A) = TJb = 1] — Pr [IND-SCCAIA(A) = T|b = 0]

— Pr [Dec-SPAIlh, (A) = T| = (1= Pr [Dec-SPALflY, () = T))
= Pr [Ext-SPAIRp, o(A) = T| = (1= Pr [Ext-SPAIAY, (V) = T|)
() + AdviPs 4 (V)

:IND-CPA“FF()\) = Tl = 1} ~Pr [lND-CPA;,b(A) = Tlo = o}

spal
+Adva D k4,

=Pr

spal
+Advh D, k.4

1
1 ()\> + Adv?lp,aDhK,-Al
= Adv(iP(\) + Adv

spal
M,Do,K, A

()
1
() + AdvED, i 4,

(\).

We now prove the theorem for x = 2. Let A be an IND-SCCA2 against 1. We construct a ciphertext creator .A;
against 1 based on 4, as shown on the top left of Figure and let K be a plaintext extractor for .4;. We then
construct an IND-CPA adversary .45 against 1 based on .4 and K (shown in Figure[I12]on the right). Finally we give
two plaintext creators Py and P; and two distinguishers Dy and D1, both shown on the bottom left of Figure @,

such that:

ind-scca?2 spa2 spa2
AdvEZ(A) < Advrp, p, 4, (A) +AAVRD, b,

Claim B2. We have:

Pr [IND-SCCA2{|
Pr [IND-SCCA27;

(M)
(A)
Pr [lND-CPA;‘,‘Q(A) = Thh=1
Pr [IND-CPA“If‘ﬁ()\) = Tlb=0

A) = T|b = 1] = Pr | Dec-SPA,

|-
|-

(A) + AdviTeP ().

L) =T]

A) = Tlb = 0] =1 - Pr | Dec-SPA2A), 1 (A) = T|

Pr [Ext-SPA21p, 5, () = T|

=1 - Pr [Ext-SPA2YY, o () = T
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The result follows from the above claim once we observe:
AdviidEe?()) = Pr [IND-SCCA2{{(A) = T|b = 1] — Pr [IND-SCCA24(\) = T|b = 0]
— Pr | Dec-SPAs{}, 5, (A) = T| = (1= Pr |Dec-SPA21, 5, () = T))
— Pr [Ext-SPA2{{}, 5, () = T| = (1= Pr [Ext-SPA2AY, 1 (V) = T))
HAAVES 4, (V) +AVES 5o (V)

= Pr :IND-CPAﬁ2()\) = Tlb = 1] ~Pr [IND-CPA;_‘I‘Q()\) = Tlb= 0}

spa2 spa2
+AAVR P Dy .4, (A) +ADVRD 14, (D)

o ind-cpa spa2 spa2

= Advp (A + Advap p 4, (A) + ADVRD 5 e, (A)- -
adversary A;: adversary As:
Run A in the environment below Run A in the environment below
Initialize(\): Initialize(\):
Get (I, PK*; Rnd[A;1]) from Initialize()) Get (I, PK*; Rnd[A2]) from Initialize())
Return (I, PK*; Rnd[A1]) (Rnd[A], Rnd[K]) < Rnd[A2]

st[K] « (I, PK*, Rnd[A])

query SDecrypt(c, PK,R):
Query SDecrypt(c, PK,R) to get m
Return m

List < []

Return (I, PK*; Rnd[A])

query SDecrypt(c, PK,R):

(m, st[K]) <—s K(c, PK, R, List, st[K]; Rnd[K])
Return m

query Left-Right(mo, m1):

z  (mg, mq, PK*
Query Finalize(z
query Left-Right(mg, m;):

Query Left-Right(mo, m1) to getc

)
distinguisher D; (z):

(mo, m1, PK™) List « (c,PK*) : List Returnc
¢ < Enc(m;, PK*)

Resume A(c) to get d query Finalize(d):

Return d & —i Query Finalize(d)

Fig. 11: SPA1 ciphertext creator A, distinguishers Dy and D1, and IND-CPA adversary A».

Proof (Claims[B1|and[B2)). The proofs of these statements are identical to the analogous claims in [BP04]. We give
the details only for the first equality in Claim Let Scca1-1 denote the sample space underlying IND—SCCAlﬁ
when b = 1. A member of this space is a string specifying coin tosses for all algorithms involved, which in this case
means the coins of the key-generation algorithm, the random tape of A itself, and the coins used by the encryption
algorithm. A member of the sample space Sgec-spa1 Underlying Dec—SPAl“lftlDl is a string specifying the coins of
the key-generation algorithm, the random tape of .4, and the random tape of D;. The first part of the claim follows
once we observe that by the definitions of .4 and D1, Sgec-spa1 1S €qual to Scca1-1 (the random tape of A; consists
of coins for A, and the random tape of D; consists of coins for the encryption algorithm), and that when b = 1,
game IND—SCCAl# returns T if and only if Dec-S PAl“lftlp1 returns T. g

C Simulation-based complete non-malleability

The SNM-SCCAXx advantage of an adversary .A with respect to a polynomial-time relation R and a polynomial-time
simulator S against a public-key encryption scheme [1 is defined by

AdviRET(A) := Pr [Real-SNM-SCCAXy g()) = T| — Pr [Ideal-SNM-SCCAX}) q(A) = T|
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adversary A;:

Run A in the environment below adversary Ay:
Run A in the environment below

Initialize()): Initialige()

Get (I, PK*; Rnd[A;]) from Initialize()\) Initialize(}) ‘Zef ): o

Return (I, PK*; Rnd[A1]) Get (I, PK*; Rnd[A2]) from Initialize()\)
(Rnd[A], Rnd[K]) < Rnd[A:]

query SDecrypt(c, PK,R): st[K] < (I, PK*, Rnd[.A])

Query SDecrypt(c, PK, R) to get m List « []

Return m Return (I, PK*; Rnd[.A])

query Left-Right(mo, m1): query SDecrypt(c, PK,R):

Query Encrypt(mg, m) to get ¢ (m, st[K]) < K(c, PK, R, List, st[K]; Rnd[K])

Return ¢ Return m

query Finalize(d): query Left-Right(mg, my):

Query Finalize(d) Query Left-Right(mo, m1) to get c
List < (c, PK*) : List

plaintext creator P;(Q, st[P;]): Return ¢

(mo, m1) < @ query Finalize(d):

Return (m;, st[P:]) Query Finalize(d)

distinguisher D; (z):

Return z @ —¢

Fig. 12: SPA2 ciphertext creator A1, plaintext creators Py and P, distinguishers Dy and D1, and IND-CPA adversary As.
where games Real-SNM-SCCAx and Ideal-SNM-SCCAx are as shown in Figure

D Proof of Theorem3: SPAx A SNM-CPA =- Non-Assisted SNM-SCCAx

Proof. We prove the theorem for x = 2. Fix a definition of SDecrypt, and let A be a Real-SNM-SCCA2 adversary
against [1. Based on 4, we construct a SPA2 ciphertext creator .41, as shown on the top left in Figure and let
IC be a plaintext extractor for .4;. Using A and K we then construct a Real-SNM-CPA adversary A, (also shown
in Figure right), and let S» be a (non-assisted) simulator for it. We let the Ideal-SNM-SCCA2 simulator S to be
the same as Sy and show that for a specific plaintext creator P, and a distinguisher D, both shown on the bottom
left of Figure[I4] we have:

AVRRET (V) < AdVER p ., ) + AV (o),
Claim D1. We have:
Pr [Real-SNM-SCCA24 g(A) = T] = Pr [Dec-SPAZﬁ}p’D(A) = T}
Pr [Real-SNM-CPAA% (A) = T| = Pr [Ext-SPA21lp 5 c(A) = T

Using this claim, which can be proven using standard arguments such as those presented in the previous section,
the theorem follows:

AdviIREP%(A) = Pr [Real-SNM-SCCA2{; g(A) = T] — Pr [Ideal-SNM-SCCA2{ g(A) = T]
— Pr | Dec-SPA2{{} p(A) = T| = Pr |Ideal-SNM-CPAT (A) = T|
= AdViTR p x4, (N) + Pr [Ext-SPA2Y, 1 () = T| = Pr [Ideal-SNM-CPAZ (A) = T]
— AdViTF p x4, (N) + Pr |Real-SNM-CPATI% (3) = T| — Pr |Ideal-SNM-CPAZ (A) = T|

2 -
= Advls.lp}’pﬁ a4, (A + Advsn”;; s (A2).
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procedure Initialize()\): procedure SDecrypt(c, PK,R’): Game Real-SNM-SCCAxn r(A)
| < Setup(1*); (SK*, PK*) <—s Gen(l) ~ Return SDecrypt y(c, PK,R’)

procedure Finalize(c, PK, R):

List < [J; St[\ﬂ  sto procedure Encrypt(M, str): For i from 1 to #c do

Return (1, PK°) m < M(); ¢ <=5 Enc(m, PK*) mli] < SDecrypt(c[i], PK[i], R[])
List < (c, PK*) : List Return R(l, m,m, ¢, PK*, PK, M, stR)
Return ¢

procedure Initialize()): procedure SDecrypt(c, PK, R): Game Ideal-SNM-SCCAxn r(A)

. * DK* Return SDecrypt, (¢, PK,R’
ltt/$ Setutp(l ); (SK*, PK") 45 Gen(l) yPtuv( ) procedure Finalize(c, PK, R, M, str):
lsQfEtu]rrT(IS SK*) For ¢ from 1 to #c do
’ m[i] + SDecrypt(c[i], PK[i], R[i])
m <—g M()

Return R(I, m, m, ¢, PK*, PK, M, stR)

Fig. 13: Games defining simulation-based complete non-malleability under strong chosen-ciphertext attacks. An adversary A is legitimate
if: 1) It calls Encrypt once with a valid M; 2) R’ queried to SDecrypt is computable in polynomial time; if x = 0 it does not call
SDecrypt; if x = 1 it does not call SDecrypt after calling Left-Right; and if x = 2 it does not call SDecrypt with a tuple in List;
and 3) It calls Finalize with a tuple such that all relations in R are computable in polynomial time and, for ¢ = 1, ..., #c, the tuples
(c[é], PK[3]) do not appear in List. A non-assisted simulator S is legitimate if: 1) It calls Finalize with a valid M; and 2) It does not
call SDecrypt. An assisted simulator is legitimate if: 1) It calls Finalize with a valid M; 2) R" queried to SDecrypt is computable in
polynomial time; and 3) If x = 0 it does not call SDecrypt.

O

REMARK. The proof of the theorem for the x = 1 case is similar. Note that, although game SNM-SCCAT1 involves
an “implicit” adaptive decryption query at Finalize, SKA1 secret key awareness is enough for the theorem to go
through since game SNM-CPA also has this implicit adaptive decryption at its Finalize stage.

E Proof of Theoremd: SKAx A IND-CCAx = IND-ICAXx

Proof. We first prove the theorem for x = 1. The proof technique is similar to that given for Theorem 2| Let A
be an IND-ICA1 adversary against I1. Based on A, we first construct an SKA1 public key creator .41, as shown
on the top left of Figure and let KC be a secret key extractor for it. Based on A and C, we then construct an
IND-CCAL1 adversary A5 against 1, as shown on the right of the same figure. Finally, we give distinguishers Dy
and D, included on the bottom left of Figure and show that:

AQVASEE (V) < AV, e 4, (V) + AQVAR, 1, (V) + AdVRERL ().

Claim E1. We have:

Pr [IND-ICAIF(N) = T|b=1

Pr [Inv-SKAL{lY, (A) = T|

1= Pr [Inv-SKA17, (A) = T

A= Th=1

Pr [IND-CCA1%?

) ]

Pr [IND-ICAL{ () = T|b = 0]
) Pr [Ext-SKAI{, (V) = 7]
)

(
(

)
Pr [IND-CCAIA?(A) = T|b = 0] =1~ Pr [Ext-SKAIfp, () = T|
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adversary A;:
Run A in the environment below

Initialize(\):

Return (I, PK*; Rnd[A1])
query SDecrypt(c, PK,R):

Return m

query Encrypt(M, str):
Query Encrypt(M) to get c.
Return ¢

query Finalize(c, PK,R):
For ¢ from 1 to #c do

z + (I,m,m, c, PK*, PK, M, stg)
Query Finalize(z)

plaintext creator P (M, st[P]):

m <g M()

Return (m, st[P])

distinguisher D(x):
(I, m,m,c,PK*, PK, M, stg) « =

Get (I, PK*; Rnd[A4]) from Initialize()) Get (I, PK*; Rnd[A2]) from Initialize(\)

Query SDecrypt(c, PK,R) to get m Return (I, PK*; Rnd[.A])

m[i] < SDecrypt(c[i], PK[],

Return R(I, m, m, ¢, PK*, PK, M, stgr)

adversary As:
Run A in the environment below

Initialize(\):

(Rnd[A], Rnd[K]) + Rnd[A;]
st[K] + (I, PK*, Rnd[A])
List + []

query SDecrypt(c, PK,R):
(m, st[K]) <5 K(c, PK, R, st[K]; Rnd[K])
Return m

query Encrypt(M):
Query Enc(m, PK*) to get ¢
List < (c, PK™) : List

R[1]) Return ¢

query Finalize(c, PK, R, str):
Query Finalize(c, PK, R, str)

Fig. 14: SPA2 ciphertext creator A1, plaintext creator P, distinguisher D, and Real-SNM-CPA adversary As.

Using this claim, which can be proven using standard arguments such as those presented in Appendix [B] the

theorem follows:

Advi%i@t(\) =Pr
=Pr

=Pr

[IND-ICAI7(A) = T|b= 1] — Pr [IND-ICAI{(\) = T|b = 0]
Inv-SKATAY, (V) = T| = (1= Pr [Inv-SKALgl, (3) = T))

Ext-SKAIAY, (V) = T| = (1 - Pr [Ext-SKALlY, (\) = T|)

+AdV|S-|k,%o,lC,A1 (A) + Advf{%h;c,Al ()

=Pr

:lND-CCAm‘?(A) = Tl = 1} —Pr [IND-CCAlﬁZ()\) = Tlb = o}

+AdV|S'|k,%o,lc,A1 (A) + AdvED, oa, (V)
— Adv}qjtgal(x) + Advsn'j%m e, (N) + Advf‘-lkfl%h ke, ()

We now prove the theorem for x = 2. Let A be an IND-ICA2 adversary against [1. Based on A, we first construct
an SKA2 public key creator A1, as shown on the top left of Figure[16] and let I be a secret key extractor for it. We
then construct an IND-CCA2 adversary .42 against [1, as shown on the right of the same figure. On the bottom left
of Figure|16|we present plaintext creators Py and P; and distinguishers Dy and D; such that

AQVRG=2 () < AdVIE 5,14, (V) + AVIE, o, i 4, (V) + AdVRSER2(0),
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adversary A :
Run A in the environment below

Initialize(\):
Get (I, PK*; Rnd[A,]) from Initialize(\)
Return (1, PK*; Rnd[.A1])

query Decrypt(c):

Query Decrypt(c) to get m
Return m

query Invert(PK, R):

Query Invert(PK, R) to get SK
Return SK

query Left-Right(mg, m1):

adversary As:
Run A in the environment below

Initialize(\):

Get (I, PK*; Rnd[A2]) from Initialize(\)
(Rnd[A], Rnd[K]) + Rnd[A;]

st[K] < (I, PK*, Rnd[A])

List < [J; List’ < []

Return (I, PK*; Rnd[A])

query Decrypt(c):

Query Decrypt(c) to get m
List’ « m : List’
Return m

query Invert(PK,R):

z + (mo, my, PK¥) (SK, st[K]) +—s K(PK,R, List, List’, st[K]; Rnd[K])
Query Finalize(z) Return SK
):

distinguisher D; (z query Left-Right(mo, m):

(mo, m1, PK*) <z Query Left-Right(mo, m1) to get c
c +s Enc(m;, PK*) List < (c, PK*) : List Return c
Resume A(c) to get d query Finalize(d):

Return d & —i

Query Finalize(d)

Fig. 15: SKA1 public key creator A1, distinguishers Dy and D1, and IND-CCA1 adversary As.
Claim E2. We have:

Pr [IND-ICA24(A) = T|b=1] = Pr [lnv-SKAzﬁ‘lp o (\) = T}

Pr [IND-ICA2A(A) = Tb=0] =1 —Pr [lnv SKA2AL, 1 (A) = T}
Pr [|ND-CCA2§‘2(A = Tlp = 1} Pr [Ext-SKAQﬁ}Pth’K(A) = T]
Pr [IND-CCAQ“,_‘}?()\) = Tlo = 0} ~1-Pr [Ext-SKA2ﬁ}pO7DO7,C(/\) = T}

Using this claim, which can be proven using standard arguments such as those presented in Appendix [B} the
theorem follows:

Adv(i%<?(\) = Pr [IND-ICAQA( ) = T|b=1] — Pr [IND-ICA2{{(\) = T|b = 0]
= Pr [Inv-SKA2{p, 5, (A) = T| = (1= Pr |Inv-SKA2A%, 1 (V) = T])
—Pr _Ext-SKAQﬁ}PLDhK()\) = T| = (1= Pr [Ext-SKA2p, 5, c (V) = T])
+AAVES by xca, (A) + AAVES, e, (V)

—Pr :IND-CCA2“|.‘|‘2()\) = Tlb = 1} —Pr [lND-CCAz;‘P(A) = Tlb = o]

k k
+Advsﬂ7a7go7D0,K7A1 (/\) + Advffﬁl ,D1,K,A1 ()‘)
ind- ki k
= AdvESE(A) + AdVESP by ica (A) + AAVER, b, k.4, (A)-

F  Proof of Theorem[5; SKAx A PAx(\) = SPAx

Proof. We prove the theorem for x = 2 (case x = 1 being similar). Let A be a SPA2 ciphertext creator against [1
with respect to the SDecrypt procedure associated to Invert defined in Figure[5] To complete the proof, we will
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adversary A;:
Run A in the environment below

Initialize()\):
Get (I, PK*; Rnd[A;]) from Initialize()\)
Return (I, PK*; Rnd[A1])

query Decrypt(c):

Query Decrypt(c) to get m
Return m

query Invert(PK, R):

Query Invert(PK, R) to get SK
Return SK

query Left-Right(mo, m1):

Query Encrypt(mo, m1) to getc
Return ¢

query Finalize(d):

Query Finalize(d)

plaintext creator P;(Q, st[P;]):

(m07 ml) — Q
Return (m;, st[P;])

distinguisher D;(z):
Return d & —i

adversary As:
Run A in the environment below

Initialize(\):

Get (I, PK*; Rnd[A2]) from Initialize(\)
(Rnd[A], Rnd[K]) + Rnd[A;]

st[K] < (I, PK*, Rnd[A])

List < [J; List’ < []

Return (I, PK*; Rnd[A])

query Decrypt(c):

Query Decrypt(c) to get m

List’ « m : List’

Return m

query Invert(PK,R):

(SK, st[K]) +—s K(PK,R, List, List’, st[K]; Rnd[K])
Return SK

query Left-Right(mo, m1):

Query Left-Right(mo, m1) to get c
List < (c, PK*) : List

Return ¢

query Finalize(d):
Query Finalize(d)

Fig. 16: SKA2 public key creator A1, plaintext creators Py and P1, distinguishers Dy and D1, and IND-CCA2 adversary As.

show that there exists an extractor for this adversary, and we will do so using the fact that the scheme is both secret
key aware and plaintext aware. To simplify the proof, we present it as a sequence of games, with game Game;

being identical to Dec-SPA2.

Before introducing Gamey we observe that A can be used to construct a SKA2 public key creator that essentially
runs A; in the environment of Gamey. This is shown on the left in Figure[T9] We let KU1 be the secret key extractor
for this public key creator implied by the assumption that the scheme is secret key aware. Now, in game Games,
the adversary A is run in an environment that is identical to Game; except that its decryption queries are answered
using the hybrid procedure shown in Figure The invert oracle is replaced by the secret key extractor, whose

state is initialised with (I, PK*, Rnd[.A]) consistently with its operation in the SKA2 game.

procedure SDecrypt(c, PK, R) of Game,
If PK = PK*
Query Decrypt(c) to get m
List’ < c : List’
If R(m) Return m Else Return L
R’(SK) := R(Dec(c, SK, PK))
(SK, St[’Cl]) 3 IC1(PK, R/, List, LiSt,, St[’Cl]; Rnd[lCl])
If SK =1 Return L
m < Dec(c, SK, PK)
Return m

Fig. 17: Procedure SDecrypt of game Games.
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We now observe that we can construct a PA2 ciphertext creator Ay (shown in Figure [T9] on the right) using
A and K1, that essentially runs A in the same environment as Games. Note that the random coins of As include
those of A and also K. We let Ky be the plaintext extractor for it, which is implied by the assumption that
the scheme is plaintext aware. Finally, we introduce Games, where the adversary’s decryption queries are now
answered using a full strong plaintext extractor XC, constructed from X; and Ky, according to the procedure shown
in Figure[18] Note that the states of the knowledge extractors must be initialised consistently with (I, PK*, Rnd[.A])
and (I, PK*, Rnd[.A]||Rnd[/C1]), respectively. We observe that A is now being run in a game that is identical to
Ext-SPA2, for the specific extractor /C.

procedure SDecrypt(c, PK, R) of Games
(m, st[K]) < K(c, PK, R, List, st[K]; Rnd[K])
Return m

plaintext extractor K(c, PK, R, List, st[K]):
(st[KC2], st[K1], List") + st[K]
If PK = PK*
(m, st[KCa]) s Ka(c, List, st[K2]; Rnd[K2])
List’ + ¢ : List’
If R(m) Return m Else Return (L, (st[K2], st[K1], List’))
R’(SK) := R(Dec(c, SK, PK))
(SK7 st[lCl]) g ,C1(PK, R, List, |_i5t,7 st[lCl]; Rnd[lCl])
If SK =L Return (L, (st[K2],st[K1], List"))
m < Dec(c, SK, PK)
Return (m, (st[K2], st[K1], List’))

Fig. 18: Procedure SDecrypt of Games using SPA2 plaintext extractor .

Claim F1. We have:

Pr [Inv-SKA2{l, 5 (A) = T| = Pr [Dec-SPA2A 5 p(A) = T)

p
Pr [Ext-SKA2n1P b, (V) = T| =Pr[Gamesfip p i, (A) = T)
p

r [GameQH PDICl ()\) :> T]

)

)
Pr [ Dec-PA2A%, (A) = T

)

Pr [Ext-PA21% 1 i, (A) = T| = Pr [Ext-SPA2A o p c(A) = T]

Using this claim, which can be proven using standard arguments such as those presented in Appendix [B] the
theorem follows:

AdvEZ e 4(A) = Pr [Dec-SPAX p p(A) = T| — Pr [Ext-SPAXAy p p ic(A) = T]
= Pr [Dec-SPAX{{ p p(\) = T| — Pr [Gamesfi p i, (A) = T|
+Pr [Gamesfi pp i, (A) = T| — Pr [Ext-SPAXH p p xc(A) = T]
) =

— Pr [Inv-SKA2{% p(A) = T| = Pr [Ext-SKA2{1Y, 1 (V) = T
+Pr [Dec-PA2({%, (M) = T| = Pr [Ext-PA2Y% 1 (V) = T

ki
= AdViB p i, 4, (N) + AAVED b e, 4, (V)
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adversary A :
Run A in the environment below

Initialize(\):
Get (I, PK*; Rnd[.A;]) from Initialize())
Return (I, PK*; Rnd[A1])

query SDecrypt(c, PK,R):
If PK = PK*

Query Decrypt(c) to get m

If R(m) Return m Else Return L
R/(SK) := R(Dec(c, SK, PK))
Query Invert(PK,R’) to get SK
If SK =1 Return L
m < Dec(c, SK, PK)
Return m

query Encrypt(Q):

Query Encrypt(Q) to getc
Return ¢

query Finalize(z):

Query Finalize(z)

adversary As:
Run A in the environment below

Initialize(\):

Get (I, PK*; Rnd[A2]) from Initialize(\)
(Rnd[A], Rnd[K1]) + Rnd[A:]

st[KC1] < (I, PK*, Rnd[A])

Return (I, PK*; Rnd[.A])

query SDecrypt(c, PK,R):
If PK = PK*
Query Decrypt(c) to get m
List’ « c : List’
If R(m) Return m Else Return L
R’(SK) := R(Dec(c, SK, PK))
(SK7 st[lCl]) 3 K1(PK, R/, List, |_i5t,7 st[lCl]; Rnd[lCl])
If SK =L Return L Else m - Dec(c, SK, PK)
Return m

query Encrypt(Q):

Query Encrypt(Q) to getc
Return ¢

query Finalize(x):

Query Finalize(z)

Fig. 19: SKA2 public key creator A; and PA2 ciphertext creator As.

G Generic transformation to SKA2 in the random oracle model

Theorem 6. Let 1 be an encryption scheme, and set T to be the scheme obtained by applying the transformation
in Figure|8|to 1. Suppose further that the size of the codomain of H is £y and let max(SKSp) denote the maximum
|ISKSp(PK)| over all public keys, where

SKSp(PK) = {SK : KeySp(PK, SK)}.
Then, in the random oracle model, we have:
1. For any IND-CCAx adversary A against T there exists an IND-CCAx adversary Ay against N such that

AV (A) = AdviaE (V)

2. Fix the definition of the Invert oracle based on the natural validity criteria that accepts a key pair if and only
if it could have been honestly generated. Then, there is a (universal) secret key extractor IC such that for any
SKA2 public key creator A against 1" making at most Q\n, public key inversion queries, for any probabilistic
polynomial-time plaintext creator P and any unbounded D we have:

ska max(KeySp) \ "*KSP) 1ax(SKSp)
AdvED e a(N) < Qin (1 — (1 - ]

Proof. 1) Given an IND-CCAx adversary A, we construct an IND-CCAx adversary .4; as shown in Figure
Adversary A; perfectly simulates the environment for .4 unless it queries the hash function on a key-pair such that
the public key matches the challenge public key and the secret key corresponds to PK*. Since key-pairs can be
checked for validity, this event is detectable, and .4; can easily win its game.
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adversary Ax: query Decrypt(c): query H(SK, PK):

Run A in the environment below Query Decrypt(c) to get m If PK = PK* A KeySp(SK, PK)
Return m If Left-Right not called
Initialize()): query Left-Right(mo, my): Query Left-Right(mo, m1) to get c

ST
g;t;_rr? ({Ioiéi(f h*)) Return ¢ Query Finalize(1)
' ’ query Finalize(d): Return RO(SK, PK)
Query Finalize(d)

Fig.20: IND-CCAx adversary A, against I based on an IND-CCAx adversary A against N’. Here mg # my.

2) We construct the random oracle model secret key extractor X as shown in Figure 21] We first observe that

/i and max(KeySp) guarantee a lower bound on the probability that the transformed encryption scheme will have
a unique secret key for each valid public key:

< max(KeySp) ) max(KeySp)
1—e= (1 2aX0EYP) .
20

Indeed, the collision resistance property of the hash function will guarantee that no two valid secret keys in the
original scheme will map to the same hash value and hence lead to different public keys in the new scheme with
high probability. This means that the distribution of the secret keys returned by the secret key extractor, for each
query where the hash list provides a candidate secret key SK, will be incorrect with probability at most e.

Furthermore, the simulation may be inconsistent in the cases when a valid public key (PK, k) is queried to the
Invert oracle but the random oracle H has not been queried on a valid corresponding (SK, PK) and h is the correct
hash value. It is easy to see that in this case L is a invalid answer with probability at most max(SKSp)/2%. Since
there are Q. queries to Invert we obtain the bound

max(KeySp) \ ™*K&SP) 11ax(SKSp)
anv 1- (1 - 25H> + T
procedure Invert(PK, R): K(PK, R, List, List’, HList, st[K]):
(PK’,h) + PK (PK', 1) « PK
WitSp « {(SK,7) : (PK’,SK) < Gen(l;r) A h = H(PK’,SK)} If (SK’, PK’, h) € HList A KeySp(SK’, PK’)
(SK,7) +s {(SK,r) € WitSp : R(SK)} Then if R(SK’) then Return (SK’, st[K])
Return SK Return (L, st[K])

Fig. 21: Inversion oracle and matching key extractor /C in the random oracle model.

H A concrete RSA-based scheme

We first state the computational intractability assumption that underlies the standard notion of security of our
scheme. Our assumption differs from the standard RSA assumptions in two respects: 1) we fix the encryption
exponent to a specific value; and 2) we grant adversary access to an inversion oracle (when x = 1). Details of this
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assumption can be found in Figure We define the RSAx advantage of an adversary against group scheme G,
with respect to knowledge extractor /C as:

Advi™y(\) := Pr [RSAxG (\) = T].

procedure Initialize(\): Game RSAxg, (A)
(P*,Q*) <5 G(1*) st ged(e, P*(P*—1)(Q*—1)) =1 procedure Challenge():

N* <—P*2Q*;d<—1/e (mod ¢(N™)) T* g Zn+

Return N* y* + z*¢ (mod N*)

procedure Root(y): Return

t — y* (mod N*) procedure Finalize(x):

(z,2') « t Return (z = z*)

Return x

Fig. 22: Game defining fixed exponent RSA assumption. An adversary A is legitimate if: 1) If x = 0 it never queries Root.; and 2) It never
queries Root after Challenge. Root returns the first £ bits of ¢, i.e. |z| = £.

Based on the above two assumptions, we construct a public-key encryption scheme as shown in Figure 23]

Scheme [g,
procedure Setup(1*):

Return 1*

procedure Enc(m, PK):
T g {0, 1}‘N*‘7[71
c <+ (m||r)¢ (mod N*)

procedure Gen(1*):

Return ¢
* * A
(P* e )*§$*g6(1 ) procedure Dec(c, PK, SK):
N*« P Q d d N*
d <+ 1/e (mod ¢(N™)) bt (mo )
Return (d, N*) (m,r) ¢
Return m

Fig. 23: Public-key encryption scheme based on RSA. The message space of this scheme consists of bit-strings of length at most ¢, with £ a
logarithmic function in the security parameter.

Theorem 7. Under the RSAx assumption, for x = 0, 1, the scheme in Figure[23]is IND-CCAx secure.

The proof of the above theorem for x = 0 and standard RSA modulus can be found in [Gol04]]. This proof needs
to be adapted to P2(Q type modulus, fixed exponent in RSA permutation, and where a Root oracle is present. We
omit the details as they are not relevant to the main topic of this paper.

Theorem 8 (KFAx = SKAx for x = 0, 1). Let A be an SKAx adversary against the scheme in Figure[23| Based
on A we construct a KFAx adversary A1 and let K1 be a factorisation extractor for it. Then using K1 we give a
secret key extractor KC such that for any (even unbounded) D we have:

k Kf.
AdvR p e a(A) < AdvgTic, 4, ().

Proof. We prove the theorem for x = 1. Let A be a SKA1 public key creato@ Based on A we construct a KFA1
adversary A4; as shown in Figure We then let /Cq be a factorisation extractor for it. Based on K1 we construct a
secret key extractor /C for the scheme as shown in Figure 25]

We now define two games as shown in Figure

22 We omit the relation from the Invert procedure as there is exactly one secret key corresponding to each public key.
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query Initialize(\): I L PK):
Get (N*, Rnd[A4,]) from Initialize query Invert(PK):
Rnd[A] < Rnd[A] N+ PK
Return (N*, Rnd[A]) Query Factor (V) to get (P, Q)
If P°Q = N AP # 1Return 1/e (mod P(P —1)(Q — 1))
query Decrypt(c): Return L
yc - ,
Query Root () to get = query Fl.nah.ze(a:).
m < Query Finalize()
Return m

Fig.24: KFA1 adversary .A; based on SKA1 adversary \A.

extractor K(PK, List’, st[K]; Rnd[K]):

Rnd[K1] + Rnd[K]; st[K1] + st[K]; N + PK

((P,Q), st[K1]) +—s K1(N, List’, st[K1]; Rnd[K])

If P2Q = N A P # 1Return (1/e (mod P(P —1)(Q — 1)), st[K1])
Return (L, st[1])

Fig. 25: SKAL1 extractor X based on KFA1 extractor K.

Gamey is a restatement of the Inv-SKA1 game with respect to our scheme and hence:
Pr [Inv-SKAlﬁ‘ge () = T} — Pr [Gamegd p(A) = T].
Also by inspecting the codes of K and K; and their respective inputs we see that:
Pr [Ext—SKAlﬁge o) = T} — Pr[Gameid py, (V) = T].
Furthermore for any (even unbounded) D:
Pr [Gameod. p(A) = T] — Pr[Gameig p i, (A) = T] < Pr[BD],
where BD is the event that the Invert procedure in Game; fails to match that of Gamey. This is the only event

which prevents the two games from being identical. However, BD is to identical Flag being set to T when Ky is
used to extract factorisations of integers produced by the adversary A;. Hence:

Pr[BD] = Pr [KFALZ . () = T|.

We conclude that:
AdVSnkga: praN) < AdvEPK, 4 (V).

Together with Theorems [4] and [T} it follows that above scheme is IND-SCCA1 secure.
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procedure Initialize(\):

| < € (P*, Q") 45 Ge(1*):

N* « P*?Q*;d < 1/e (mod p(N*))
(SK*, PK*) < (d, N*)

Choose coins Rnd[.A] for A

st[P] < ¢; List’ < []; st[V] + sto
Return (I, PK*, Rnd[.A])

procedure Finalize(z):

Return D(x)

Gameg ()
procedure Invert(PK):
N + PK
If3P,Qst. PPQ=NAP#1
Return 1/e (mod P(P —1)(Q — 1))
Return L

procedure Decrypt(c):
t + c? (mod N*)
(m,r) «t

List’ « (m,c) : List’
Return m

procedure Initialize()\):

| <+ € (P*,Q*) <5 G.(1%);

N* « P*?Q*;d + 1/e (mod o(N*))
(SK*,PK*) « (d, N*)

Choose coins Rnd[A] for A

st[P] + ¢; List’ + []; st[V] « sto
Return (I, PK*, Rnd[A4])

procedure Finalize(z):
Return D(x)

Gamei ()
procedure Invert(PK):
N + PK
((P,Q),st[K1]) +—s K1(V, List’, st[K1])
If P°Q = N AP # 1Return (1/e¢ (mod P(P —1)(Q — 1))

Return L

procedure Decrypt(c):
t + c? (mod N*)
(m,r) ¢

List’ « (m,c) : List’
Return m

Fig. 26: Games used in the proof of Theorem|§]
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